CRYPTANALYSIS OF THe
o1 AP VINEGAR
SIGNATOURE SCHeme

AVIAD KIPeIs  ADPL SHOMIR
NDS TECWIOLOCIES TwE WETRrag misT’

IscemeL ISRrEL

UNLIVARIPIEL CRYYVTOGRAFRY

EXAMPLE: RSP/ RABIN

XYY (ned )

-~ EVALUATYIoN 1S EASY

- SoLUTIon TS DIFFICULT

= CAN BE ViEp FOR ENCRYPTIoN
ok SIGWATURE Sewemcs

- RESISTED CRYPYANALY 1S
FoR 20 YEARS

BIVARIATE CRYPToGrAPHY

EXAmeLe: ONG~ SCHNORR-SHAMIR {oss:/)

R=st (medm)

PUBL:{’ gng SECRET
KEY KEY Fﬂcvag:}mnw
e 9

MESSAGE: Vv SIGNATVRE: X, Y

VERIFI<ATION <orplTson:
xZ &7*. v (med m)
SIGHATURE CFNERATLION:
x*-stytzv  (malw)
(x+sy)(x-5y) =v (™o ™)
i!‘:. Vl/l”rt.

X+Sy=zn

X= i(ﬂ-* V/ﬂ)
%~ S"z v/n

ys & (nev/m)

BRoOKEN BY PoOLLARD (7wo nisremta
ATTACKS oN QURDERTIc AVD <UBIC Uﬂﬁ:ﬂnlﬂ_).

MULTIVARIATE CRYPTOGRAFPHY

= BASED ON SYSTEMS oF SEVERAL
EQUATIONS IN SEVERM VARIABLES

= MOST COMMON CPSE: QUADAATIC EQ'S:

%c;i x;x =Y (melw)
$
Z ‘?5 X% =V

(w =)
43

Twe BASIC APPROPCHES:
= FEW VARIABLES, LARGE DOMATA
= mANY VARIABLES, SMALL DOmAata




T FIROT RN E. \FEW VRARIFEGLED

= SUSCEPTIBLE To POLLARD~LIKE
PTTACKS WHEN Too many

SOLUTLows ExIST

- SUSCEPTLIBE To GROEBNER-BMSE
ATTACKS WHEN Too mANY
EQvAaTtops ERIST

= CAN BE PROVEN EQUIVALENT Te
FAcToRING wWrEN ALGEBRAIC
SYMAmETRIES EXIST AVD #S0LUTIM
1$ Bouvwpebd

- I$ NOT COMPUTATIopALLY
ADVAITAGESYS 1IN THNIS CASE,

THL COMPLERITY OF JoLvipg
SYSTEMS OF mANY AiGecoRrAzC

EQUATIONS IS4 MONY VARIABLES:
FRACNKEL AND YESHR:
17 1S NP-COmPLETE EVEN WHEN:
= AL THE EQUATIONS ARE QUADRATIC.
= THE Domald 1§ GF(:}.

THE SECOND <pSE: (mAnY mR:nBLsg)
- MANTY SCHEMES PROPésED IN
LAST 1o YEARS

- PLMEST ALL OF THéEm YERE BRoxed

= PARTICULARLY SUSCEPTLIALE ToO
Low RANK ATTACKS:

GIVEN = THE QUADRATIC FORM:

p C‘j X; Xg
L)

we cAd (USUALLY) CRANGE IT ViA

A LINEAR <HANGE OF VARIABLES Tp

sS4 %
.

AND THE RANK OF THE FoRm IS THE

Nuomger of Non-ReEro ds 1IN THrs
REPRESENTATIoN.

- au : H --‘t
<5 IS TYPICALLY "SYMMETKIC <.J jé

= 1n

PROPERTIES oF THE RANK:

- RAVDOn QUAPRATIC Forms
VSUALLY WAVE NIGH RANK.
= IF E‘;j"ﬂi HAS Low ‘ﬂﬂ“,

THEN 37 15 IDENTICcALLY BERO
o0d A LARGCE LIVEAR SUBSPACE.

MRTRLY REPRESENTATION OF
QUADRATIC FORms: X AX:

ij

—

NORMm@AL FORM, A 15 DircGoNAL .




| T et TETE

IV Vi 2MELD LA

ENCRYPTLoW SCHeme:

[cﬂuumw DEPENDS ON PROPERTIE S
OfF G F(z} l

CONSIPER THWE EQuPATLows:

Ny =V, (mede)
‘f,'j,‘ LA ( ~~rd :,
'h:-”h !n. (M "')

UNDER A LINEAR TRANSFIRMATION

Ry

RWD R LINEAR MIXING OF odrpyrs

L JE

THE FUPLIC REYV:
2m QUADRATIC Forms Q (%K)
I =~ VARINBLES X; ovER GF(e).

ENCRYPTIoN OF BINARY CLEAR TExY
m I -m, - EVALUATE THE 2Za
Q" Q,, YNDER XM X Wy, , CTVinG
BINARY RESULTS W, Vg, .

PECRYPTION OF BinaRY CIPHERTERY

v"‘lvl”'%- ‘

= SEEMS To BE D'IFFI(ULTJ SIACE THE

Qs Loox RANDOm_ BVT:
- arPLy B To <HAJG EQUATIes TO:
’ A T
H‘") L!(‘}'V'l . ofsaguamm
l.;(!] l-q("]'\', F— gr THESE PRE 4,
IVING Two

b3 L 6) V5.

LINERR EQUATIon
("Hﬂ-hr-osg l-m)

= SoLvE THE RESULTaNT SYSTE™ OF
~Mm LINFAR EQUAYION Ly ~ VARIAGLES

(UJPUBLISHEDJ Low-RANK ATTACK
DVe 710 COPPERSMITH, STERW:

Q =2,Q(5)+2, Qp(5)+~+2, @,.0)+L b

- IN Q, THE COEFFICIENT OF EASH TERM
X;X; 15 A LINEAR Form I THe NEW 2,73, .

~THE LireAR SUBSPASE WHIEN MAKES L,(x)=0

CONTAINS MWALF THE X SPM&, AND MAKES
d IDENTICALLY 2ZERO.

- LET lﬂol}l'l. <HOBSE Ak ranpom

veetors I4 X SPAcE. ALL OF THEM ARE

ord THNTS LINEAR SUBSPACE WITH PROB
8 2
(! _‘-zu

- For ERcN LINEAR <omBiNATiol OF

THESE GUESSED X VE'{?ORSJ THE

ConpiTIoNn @ TO GTIVES LINEAR EQUATIN
IN THE UNKNOWAN 3, -~ 3,,

= THE GUESSING YIELDS 2m LINERR

EQuAaTions IN £2m 2, v’ﬂr{m&ef WHzck
WE CA- SapvE.

THE OIL AND VINEGAR SCHEME
(FRTFQRINIF !!99.::)

A SIMPLE WAY To CONSTRUCT
SOLVADLE, MEDIU~ RANK SYSTEM
OF QUADRATIC FeRmsS.

-

' S O:8 OVER G
o [ el e
fO)ey' Ry, 60)=x R Ax

PUBLISH THE <OEFFICIENTS oOF
ALl THE G, (x) [THERE 15 No NEED

To MIX THEm LINFARLY | AS THE
PUBLICY SIENATURE VERLIFTcAYLe) KEY,




THE MESSACE: M'(“"“"ﬂfl)

THE STGNATURE: E:(g“.-.’ xd)
VERLFICATLOw: Vit~ k: G{3)sm;
GENERATION: <AN BE Dowg

EFFICIENTLY IF THE INARNes
SE<RET KkEY A IS kNOWN:

G, (X)=m > F(y)s™;

F; l[-:-—'-:-' = F; "E‘g Y:Yj Does e

ContAIN Y.Y; BOTH Flen
. FIRST RAtF ¢,j=0,- k.

PEFINTIT TON! y'---yk ARE OIL YARIAPLES
They” Yox, ARE Vinecnr v,

F; HRS oLy OIL-VINEGAR, VINEGAR-0TL VARV

OCCURRENCES S0 WNEME CHoOSE ARBITRARY VIAEGHR
VALY gsf%gb ‘SoLVE THE LIVERR SYSTEm 1l OIL VAR

MAIS PROBLEm: <AN You SEPARATE
;’33’ T::Il. AND VINEGAR VARIABLes
[ QUADRAT1c Fogmg ijmcp-{k);

TRE Wik HUBIIFrRmRLC.

I/ Y SPAcCE: ALL VECTORS of Foam

g:‘:“)m/ ”) °,9, m)o)
——— e —
i "

IN X SPACE: THRE PREIMNSE BY A
O0F TNE O1L 1’ SPncet.

THE VINEGPR SUBSPocCE:
In _\_‘ SPAcE: ALL YECTORS oF ForRm

\(h?-::’ co-’ ﬂ' ‘," -00’ ')
p— e

34 X SPAcCE: THE PREIMACE BY A
of TNE VINEEAR Y SPAcE.

ERCH SPmcE 1S THE DIRECT Sum
OF 37S O3IL AND VINECRAR SvBSPACES.

CLAIM: ALl THE PUBLISKHED

QUADRATIC Forms G(%) G, (X)
PRE IDENTIcALLY 2ERe oN
THE OIL SUBSPRCE of X,

prRéor: I "::(!”qz Y

€ERcn TERN NAS AT LEASY ONF Iwpex
10 SECONDP MALE, WHICH 15 © IN
THE ©oIL Svasrace.

OBSERYATION: TNE FEREES oF £AcH
G;(2) Aee vsuenry A SVPERSET OF
TRE O3IL SUBSPACE, THEIR TJTERSECTSY
I$ USVALLY ExAcTLY THE o1y SUDSFace .

BASICc IDEA: - CONSIPER THE MATR1x
OF COEFFICIENTS F; OR G; Porn
AS A QUADRATIC FORM Awp AS P
LINEAR MAPPING

Bk -oqd T [
-G" : _l YALVE
%
pis ¢‘ :: = ;!
5 H

CLATM: IF F; 1S RECKAR, THEN
THE LINEAR MAPPIANG 17 REPARESENTS
MAPS THE O3t SPPCE oo TRE YIHFGAR
SPAcE, Anp F, MAPS THE VINEGAR
Space ONTo THE OIL SPRCE.




PROBLEM: A LINEAR CHANCE OF
YARIADLES JYsAX CHANGES TrE
QUADRATIC FORM VIR F--» AFA:

<F x é-(ﬂ!fr(ns) s ‘(n‘f A)x
Bvr CRANGES_TNE LINEAR MAFP 16
vip F = P FA: :

=

2= Fy = (AW F(05) - ws(p Fn)x

COROLLARY !

G Dogs Ner mafP Tue OIL X SPAcE
To THE VINEGAR X SPAcr (RS A
LINEAR mnﬂ'ruc)

BhRs1e 1DER:

G'-‘

i
'FJ MAPS TRE OIL SPACE To THE

Jingcar Seacg, !}" mapPs 37 BR<k,
So F'r; maps THE o1 SPACE To Iy

- '
6;'- AF; '(ﬁ'f

=4 o
n]:n AL

-1
OF THNE FéRm G" Anp }: I:l

t "
= Gj-’ s an’ G"n F‘-ﬂ
- -1 t
AN A
COROLLARY: E:G'j PAPS THNE o311 X
SPAcE To LTSELF AS A LINFAR marrufc.

’

fi

-1
g

REMARK: REQUIAES EXTRA CARE
OYER FIELDS OF CPARATEXISTIC 2.

DEFINITION: A LIJEAR SUBSPacE v
IS Ad EIGENSPACE OF A MATRIA M

IF MUSU. IT 15 A Common
EIGENSPACE oF MM, IF

coroLLARY: LET T BE TWE CLOSURE
OF ALL THE MATRICES OF THE FORM

G?Gj UWDER APPITION, MULTIPLICATI
Avp MmWLT BY A c&ﬂ‘?nd‘[. THEN The
A

THE M™mATRICES

common EIGEMSPace

N T.

0I. SUBSPacE IS

oF ALL

EF FICIENT ALGORITHMMS FOR
FINDING commonN EIGENSPRCES

peFidaTIoN: LET P(N) BE THE
CNARNAECTERLSTIC POLYNOmIAL OF
muw MATRIX §B.

BY CALEY-HAMmairTon THEogsm: P(ﬂ)ﬂb,

LEmma: FOR ANY PoLyNomaar P’(:)’
hovead (P(R) 15 aw EsGedsrncees .

proor: gehmed(P(8)) = r'(B)2=9 .

B conmutes Witw 1vs POWERS, AMD

THYS WitH ANY PoLyaomial v B. Se:
P(v)-B2 - B- P(B)2 =0

e B}(M(f’(ﬂ))

THE CowvERSE IS NOT TRUE: B=1
THE ovLY SINGULAR PorYdomspy IN B 1S
THE © maTRIX WITH FULL SPACE AS KERWEL.

CONSIDER EAFREDIION)Y |




[ THEOREM: JdF ThHE VIPRELIEREYTLS

poLYNomiaL OF B IS IRREDUCISLE,
THEN THE ONLY EIGENSPACES OF

B AAE ’o'{ Anp THe WhHore SPAcE.

PRocr: FOR EPcy VECTOR AnD LINEAR
SUBSPACE, THERE IS A MINImny
pPoLYNomtaL IN B MAPPLING 3T To Q.
THIS PoaryNomint 3§ P Pivisox oF
THE rdnistimeg CHARACTERISTIC
porLyNomsAL oF B.

LET oF 2€ EIGLNSIACE V. P(x) 15
IRREDVCIBLE ~» M3IdPoLY OF g 1s

= et
P(x) 17sner. Tavs @, 33’}:...; 2
RRE m LIVERRLY INDEPENDENT Tcros,
VNEICH ARE AL IN Tre Crcesepcs v

S0 V 15 FuL PImeNTiopay, 1.L.,
THE whHeorLe Spacr.

OFSEAVAT ION: r-;."fj z ..-.;
|o| I

S0 ITs CNARNCTERISTIC roLYsompnis

ARE ALWAYS THE PRODUCTS OF Two

WALF DEGRrE PoLYNomiALs,

(TH2ZS REMAINS UNCHANSED BY SIMILARITY
TABMSFORNATLION, WREA F.'F; 1S mePPED

M
" el

NEXT SImp L BST cRse:

THE SHARACTERISTIC PoLYNomIaL
P(<) oF B FAcrers 110 Twe
IRREPUIBLE FOLY'S: P(x)af, (Y £ (x)
€T B1=f,(B), Bz 4y(B), Xrkeya,)
K, N Ky 7§91, J.r..(x,)ul;..(x,)zu
THE onlY EIGESPACES OF § ARe
93, X1, ke, whoLE sPace.




