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PARADIGMS OF MODERN
CRYPToGRAPRPRY 1

- USE TRAPDOOR ONF-WRY FUNKTIONS:
§ IS EASY To EVALURTE APPARENTLY
HARD To INVERT, BUT RCTURLLY
EASY To INVERT WHEN SoMme
TRAPDOOR INFORMATION IS KNOWN,
USE § To ENCRYPT <SLEARTEXTS
Anp To VYERIFY STGNATURES
USE § TO DECRYPT CIPHERTERTS
AdD To GENERATE SIGNATURES.

USE NUMBER-THEORETIC MAPPINGS MoDULO
A ComMPosTTE -‘n=i‘-1: THE RAPPLICATION
oF § CoNS1sTs OF EVALUATING ALGERRAr
EQUATIONS MoDuLe m, RAND THE INVERSzoN

OF § <CONSISTS OF SOWING PLGEBRAIC
EAQUATIHPNS MopULe m,

THE SECURITY of CRYPTOSYSTEMS

SUCH A CRYPTOSYSTEm IS CALLED
“PROVABLY SECURE™ IF THE COMPUTATION
oF ;Fh4 IS AT LEAST AS HARD RS THE
FASTORIZATIoN OF THE MmopuLus M

/
IN THE FeLLowWiaAG SENSE:

ALGORITHM FOR | ALGORITHM FoR
SoLVING A nNap- FARALTORING M WHICH
NESLIG1BLE == RuUNS 1IN EAPE<TED
FRACT1oM OF THE PoLy NOmMIAL TIME
ALGEpRATC EQUATIaG IN SIRE 6F M
EXAmPLES:

= RABIAN: X2=\" (nuﬂm.) PROVARLY SECURE.

- cUBIC RSA: XSV (mad m) AN OPEN PROBLEM,

- ONG-SCHNORR-SHAMIR:  XT4 l'fz-v ("'W"I "‘]-
PROYEN INSECURE BY PoOLLARPD,.

THe GENERAL prodiem: GIVEN K ALGEBRAIC

FQUATI0AS OF DEGReE & IN j VARIABLES
moDuULo fn.=P-1, IS THEIR SOLUTION AS HRARD
RS  FRACTORIANG THE MODULLS M2




CRYPTOSYSTEMS BASED
ON ALGEBRAIC E£EQUATIONS

MobuLo m3Irq :

RABIN:  x%zv (med m)

M T‘:‘- ey _-..‘- Y.

(ol [

cuple RSA: X'zy (med m)

Aa OOFa r2c B fin

oss: x- cy®sv (mod =)

o evia EY feorrLpor:

R MAJOR OPEN PROBLEM:

GWEN A SYSTEM OF RALCEORALC
£QUATIcNS mobD ™, IS ITS SelVrTred
AT LEAST PS NARD AS FACToRING M7

INTEGER VS. POLYNomIAL
FACTORIZATTIOAN

- FACTORING m.tp, IS BELIEVED
TO BE HARD FoR RANDOM 1';1

- FACTORIVG F=L-Q PEPENDS ON

THE DOrATN, wery MPdY RESULTS

- CoNSIDER THE ComBINED
FACTORIRATIcN PReBLEM

F2P@ (med mep})

IS THE FOCTeRITATIC, OF £ ns

(X ] W O TWE ©Foevi t“‘/ r'“:‘s L 5

IN WoRST CASE, YES:

7

PROOF:

L. SomE PerLydominAl FACTORIZATIon
PRoBLEMS ARE EQUIVALENT To
SQUARE ROoT ExTRACTION (wmed m):
xi- ol y® = (x 1 ay)(x-ay) (et

¢ 'S G
2. SQUARE ReeT ExTRACTION (™od -n)

S EQUIYALENT To THE FACTORIZATION
OF m.:

ot (mwd ») wAsS Y SQUARE Roers,

08TALdED BY cHINeSE Remnmiberrde
:"" (' I i "

ta (mod q)

KNOWLEPGE OF SOME PAIRS oF
Roets LEADS To FACTORINGE BY GcD.

HOWEVER, THIS SNEDS No LIGuTY

ON:
L ]
= THE DIFFICL %y &2 FACP st gp”
£ ~g ;"l{ & II'J*'_’ PP 3
= PT@d & _-'l'p‘-' ?;"I- Ty Fil 4 F Ll d 1, ~
F o PPATICUV! £ Foel e
= s “ii? (£ TANE 1" £ Poete ,
wHEw fopTeor Inrfed; Tee

en P Peb 4 1% waowy

IN MoST CASEs, WE cAndoT
REDUCE THE PROBLE™ OF FACTORING

F 1dvo SQUARE RoeT EXTRACTION,




EXAMPLES:

1.P= (x-m.y) p Q=(,¢-¢7) (medm)
F= !2-&""!: ("--v-d h)
THE FACTOR1ZATION 1§ HPARD

2. p= (x-rq,\,) Q:(,(-l- q.y) ( o a-J
F= x2 -r&que- q,zy" (el n)

THE FACTORIZATIMN 15 EASY

3.P=(Prax+k) Q=(xP+cx+d) (mwdo)
Frxée(arg) '+ (bed) o ac o'+ fadb s LA
THE FACTORI2AT1ON 3§ HARD

4. P- (x'+ax+l) qs(xhca"\) (e =)

F= x?-p C x5+ (‘ﬁ J)xq-t E- x4 n.CJ(z-r (1&14()&’ Q-JA

THE FACTORTIZATION I§ ZASY

-

5. P-(a»xﬁfr7+c2+ ] q=(4x+trrfz+~j (qj
THE FACTORIZATION 15 HARD
6. SAmME AS (5), BUT KNoWING THAT azo

THE FAcToRIRATION 1§ EASY

3. SAME A5 (§) BUT KNOWING TaAT a=1i

THE FACTORIRATION 1§ HARD

8. P-'(o..xam.) q:(l,:u,t) (md-...)

THE FR<TORIRATION 15 EASY

9. P=(ax+ar+1) a=(}x¢ "*ﬂ (-wd.-..)
THE FACTORI2ATI04 1S HARD

te. P= (af x37+ Pxz (ﬁ.-rlt)}.;_j(a!flr)'-r&!)-r 1
Qs (ct x>y +d’x2+ (c2d?) y3)(c +dyeg2)+t

TRE FACTORIZATION 15 HNARD

DEFid1ITIoN OF THE PROBLEM:

= AN ALSEBRAIC FORM T : A MULTIVARIATE

POLYNoMIAL IN X',y)--- WHOSE <CogF FTCIENTS

ARE RATIoNAL FUACTIONS IN @, k-
- AN AlseBrRATC cottecTon C(F): ALl The
POLYNOMIALS GENERATED BY SUBSTITUTING

a,b - Wity VALVES FRom Z, . WLS,
ASSUME THAT TNEY ARE mMONIC,

= TNE FACTOR12ATION PROBLEM: GIVEN }hﬁ

AND F=P-Q (mm!u), WHERE fc‘t(ﬁ)

Avd Q€ U(% ) cod You FacToR F
INTo P“Q" OF THE GIVEN FORMS ¢

REMARK : EVERYTHING EXCEPT M 15 ASSUMmMED
Te HAVE A FiIxeEp S12E.

-n,,_!h_.' WE Dé NOT Copt? i

CoMPLETE FACTHIRIZNTIoNS TalTe

e LEBueTINE Faerart ?
| f

ExAMPLE: IS5 X ZIRREDUCIBLE mad M ¢

No: =;’Tt*f (ex+p(=bx+r) (med m)
r1x‘+(r‘~f)x+!’1

~PDECEFee ARE per ALLITEY

# [
-3

— THERE PRE NO monic IRREDUCIFLE PoOLYNomifiLs
mod m

—kdowiING ANY TRREDUCIFLE FPOLYNOMIAL amod a
15 ERQUIVALENT T0 FACTORIAG .

WE NEED THE RESLLT: A MONIC MULTIVRRIATE

PoLYNOomIAL F OF DEEREE d con HAVE

AT MosT 2_""‘ POSSTBLE FA CTORT2ATIONS

INTO monNic POLYNOMIALS P, Q Mopuro m=py




THE MAIN ReSULT: ANY NSEBRAIc
FACTOR1IZATIoN FPRoBLEM WITNH

Noa-TRIViIAL 1:.=}'! 1s AT LEncT

AS NARD NS THE FACTORIZATISAN & m,

CSEmARNKE:

=% 15 rRvior 1F €(F) comsasts
OF N SINECLE PoLYpOmgar. IF

Exmner ;‘ orR j:’ 1S TRiVIAL,

THE PoLYNOMLAL FACTORE2AT o)
PROBLEN 1S ENSY.

- TH1S 18 Tne PROPFER ExTENSz0.)
FRom NUMBERS To PoLYNormiALS
of THE STATEMENT “SQuane reoT
ExTRACTIoN I8 DIFFIcULT”™,

“THE ERSY PRooF:
F=P-@ (medm)

FzQ-f (™ed=)

S1dCE :F'-Ja; , THESE TWO FACTOK12ATIONS

ARE TapiSTINGVISHABLE,

Cous1pER NoW THE NALF SYMMETRY 1mruep

BY SwiTCcHING P Awp Q ("‘-ﬂ‘f) ANp
KEEPING THEM (awul-l) CALL THE

CHINGSE REMAINDERED RESULTS R AWD S

{’R=.P (mede) { s=@ (== p)
R=4 (melq) ST P (=l q)

LEnmA: IF 'j:'..,']; THEN F=R-S (™od -n.)
AND R S ALSO BELONG To t‘(};) .

ProoF: CHINESE REMRINDER THE RAANDOM

¥ Y R |

ASSUME THAT SOMEONE CHOOSES F:f.qw,ﬂ.
AND GETS F<R-S (medm) FRom A

FA<TORING BrLAac<k Box:

f-R=o (madf] BY DEFINITION

P~R=P-q 70 (med]) WITH OVERWHELMING
PROBABILITY FOR NON-TRIVIAL Forms F
BY THE PROPERTIES OF LOW DEGREE PocyNomipy

To FA<TOR M, ComPuTE I7s 6<p WITH
EACH COEFFICIENT OF £-R (..-.n\ "9

METE THAT:

= THE FACTORIZATIONS F=fQ (medm) F=RS (nd
ARE (INFORMATION THEORETICA LLy) INDISTINGUISHRPLL

= THE PROBABILITY OF Gewmcl&-s FRom
THE BLA<k BOX Ts AT LgAsT 2o .

cAN WE EXTEND THE RESULT FROM FACTORIZATIeN
BRASED EQUATIONS To GENERAL ALGEBRAIC EQUATIONS?

Oull PROCOE TreunptGuf RELIED

or FPIVFE BAKie TaATRFDIFENTS:

INVARSANCE : SQUARING 18§

TAVARIANT UNDER T . MULTIPLICATIA
IS TNVARIAMT uUMDER LEFF/RIGHT ORDER,

MODULARITY: THE INVARIANT
OPERATIoN SHoULD WAVE THE

CNIAESE REMAIJOER PRoPERTY.

INVERTIBILITY: Thne tueur ApD
oUTPur of THE OPERATION SNOVLD
HAVE THE SAmE PROSABZLIYY.

NON-TRIVIALITY: TNE INrFUTY NYD
ouTPUT SHOULD B€ DIFFERENT W.N.P,
BOUNDEPNESS: TnE CourvaLEpceE
CLASSES SHOWD MAVE Poryanomnny
BounpEp SLIRES.




A SYSTEM ofF MULTIVARIATE parviensy

Eauarzons OF FIxgp bECRer d:
£|(q,l-'--~)=v, (el )

Eh(‘t"""' v (i)

IS cawtd RANDOMLY SOLVABLE
IF Tne E; ARE Fixep, AND THE W
ARE GE~ERATED BY A RANDBOA

SUPSTITUTLON OF VMves TdTe !.,‘,m

MmAIN RESULT: IF P RANDOMLY
SOLVABLE SYSTEMm of EQun TiowS
1S INVARIPNT UNDER 3O0/mg TaVERTEIME

RATIONAL TRANSFORMATEION OF THE
VARIAELES WHICH IS Nev Tue IDeTITY
ARDP THE SYSTEM HAT POLYNOmzm #
of SOLUTI6NS, THEN FIANDIAE ANy
ONE OF THEm 13 AT LEAST N3
DIfFzCucy AS TE FACTORIZATION OF M.

EXAMPLES:
= IN THE FRA<TORIANG APPLICATION, ALL THE EQUATIONS
AR ¢ )% WERE TNVARIANT UNDER dod, Vaf
= THE EXCHANGE <AN BE PARTIA( L AS 14
q,t#!r'+¢lrc+qi+!rtl=v UNDER d..ﬂ.t.
= THE TRANSFoRMATION <AN BE LINEAR:

q.z-r-(mi-}lav UNpER awath, heol

= THE TRANSFORMATIoN CAN BE AR TIOAAL:

a2+ l*=v  umper acey/h  lLesisa

APPLICATION: THE SECURITY OF <uBle RSA
™ SOLVING a.sﬂf («w&.m) IS Not xnNewid To Bf
EQVIVALENT To FACTORING,
24032 v (med byb o (e
= SoLViNG K th=v (mdn)  (@+k)=v (wedw)

IS PROYABLY EQUIVALENT 7o FRSTORING.




